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AIMAHUCTPALIMS TOPOJA CMOJIEHCKA
PACIIOPAXEHME

wf 711 R01/, x 454 - é/%gu

06 yrBepxnenuu ITomoxxenus o6
OpraHM3alyy aHTUBUPYCHOMH 3aIIMTEI
HHGOpMaLK B AIMUHHCTpALIUH TOpPOia
CMoieHCKa

B cootBercTBUM ¢ DenmepanbHbiM 3akoHOM 0T 27.07.2006 Ne 149-d3 «O6
HHbOpManKH, HHGOPMALMOHHBIX TEXHOIOTHIX U O 3allKTe UHDOPMALHNY, B LEJSX
ofecrieyeHHs 3alMTBl HHOGOPMAlUH B AIMHMHHCTpanud Topoma CMOJNEHCKAa OT
BPEIOHOCHBIX IIPOTPaMM M CETEBBIX aTaK, PYKOBOACTBYSACH YCTaBOM TIopoja
CmoreHcka:

1. Y1Bepmuts npunaraemoe IlonoxeHue 06 OpraHMW3alMH aHTUBHPYCHON
3aIUTHL MH(pOpMaLuy B AIMUHKCTpanuH ropofa CMorencka (nanee — IonoxeHue).

2. PyxoBomuTensM CTPyKTypHBIX IOApa3sAeNeHUN AJIMHUHHMCTpAllMH Topoja
CMoseHcKka 03HAaKOMHMTBH BCeX COTPYAHHMKOB ¢ IlonoxeHMeM M 0GecIeuHTh €ero
UCIIOJIHEHHE.

3. IlpusHath yTpaTHBLIMM CHITy PpacHOpsDKEHHe AIMUHHCTpAlHH Topoja
Cmonercka ot 03.11.2010 Ne 262-p/anm «OG yrtBepxkaeHun MHCTPYKIMH 1O
aHTHBUPYCHOMY KOHTPOJIIO B AZMUHHUCTpauu ropona CMoIeHCKay.

4. Komutery mo MHGOPMAIIMOHHBIM pecypcaM M TeleKOMMYHHKALMAM
Anmunuctpanuu ropoga Cmonencka (C.B. ITuBoBapoB):

- OpraHu30BaTh paboTy B COOTBETCTBHM ¢ ITonoskeHuneM;

- Pa3sMEeCTHTh HACTOsIEe PaCIOpsHXKEHHE Ha caiTe AJMHHHCTpAUMH ropoja
CmorneHcka.

5. KOHTpomb 3a HCHONHEHHEM HaCTOSILETO pACIOPSKEHHS OCTABIAIO 3a
coboii.

I'maBa AnMuHHCTpanuu
ropoaa CMoneHcka H.H. Anamees




YTBEPXJIEHO
pacnopsbkeHreM AJIMHUHUCTpaIUH

O oorh 484 Llope

IOJIOXKXEHHUE
00 opraHu3anMy AaHTHBHPYCHOH 3aIUTHI HHPOPMALIHH
B AAMHHHCTpauuu ropoga Cmojencka

1. TepmuHEI 1 onpeeeHus

Ilpy opraHu3anMM aHTUBUPYCHOM 3alIMTHl WHGPOPMALUH HCIONB3YIOTCS
ClleyIOIie TEPMUHBI U OTIpEeIICHHUS

- aBTOMATU3UPOBAHHAs CHCTEMa — CHCTeMa, COCTOsINas W3 IepcoHala H
KOMIIJIEKCA  CPeACTB  aBTOMAaTH3alldd  €ro  JIeATeNIbHOCTH, peallu3yromas
MH(POPMALMOHHYIO TEXHOJIOTHIO BHIOTHEHUS YCTAHOBIEHHBIX ()YHKIIHI;

- uHQOpMAaIlMOHHas CHCTeMa — COBOKYIHOCTb cofepkaiieiics B 6aszax
JAaHHBIX HHOGOpMamUd M obecneyuBalOIUX ee 0oO0paboTKy HHOPOPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUYECKHUX CPEJICTB;

- HHGOpMalMOHHBIE TEXHOJNOTHMM — IIPOLECCHl, METONBl IOKMCKa, cOopa,
XpaHeHus, 06paboTKH, NpeIoCTaBIeHHs, PaCPOCTPaHEeHHS HHGOPMAILIHH U CIIOCOOHI
OCYILECTBJIEHHS TaKUX IPOLIECCOB U METOIOB,;

- IpOTrpaMMHBIIl BHUPYC — BpEIOHOCHas MporpamMma, CIOcOOHas CO3JaaBaTh
CBOM KOIMM WIM ApYTHMe BpPEJOHOCHBIE IPOTpPaMMBbl, 3aBEAOMO IPHBOAAIIAs K
HECAHKIIMOHUPOBAHHOMY YHHUYTOXEHHUIO, OJIOKMpOBaHHWIO, MoOAW(HKAIHH, JIHOO
KOIMpPOBaHUIO NHPOPMALIMU, HAPYIEHHIO PabOTH ABTOMaTH3UPOBAHHBIX CHCTEM.

2. O061me moI0XeHus

2.1. Hacrosimee IlomoxkeHue onpenenseT OpraHU3alldi0 aHTHBUPYCHOU
3alUTH HHGOpMaIu B AIMUHUCTpaIu ropojga CMoseHcka.

2.2. Hacrosmee IlonoxxeHue sBhseTcs AOKYMEHTOM, OOs3aTeNbHBIM I
HCIIOJIHEHHS BO BCEX CTPYKTYPHBIX MOJpa3/ielieHUusX AJMHHUCTpALIMA Topoia
CmoneHcka.

2.3. Hacrosmiee Ilonoxenue pa3paboTaHo B cooTBeTcTBUM ¢ DenepaibHBIM
3akoHoM o1 27.07.2006 Ne 149-03 «0O6 wunbopmauuu, HHGOPMAIIOHHBIX
TEXHOJIOTUAX U O 3aIlUTe UHPOPMALIUM.

3. CucreMa aHTUBHPYCHOH 3alIUTHI HH(GOPMALIUU
B AnMuHHKCTpanuu ropoaa CMolieHcKa

3.1. Cucrema aHTMBUPYCHOM 3aIlUTHl HH(POPMAIUH B AIMHUHHUCTPALIMU [Opoa
CMolneHCKa SBISETCS 4YacThIO CHCTEMBl HMH(OPMAIHOHHOH 06e301macHOCTH U
IpelHa3Ha4YeHa JUIS [PeJOTBpalleHUs 3apaK€HUs NPOrPaMMHBIMH BHPYCaMH
UHGOPMAIIOHHBIX CUCTEM H KOMITBIOTEPOB IMOJIb30BaTeNEH.




3.2. CucreMa aHTUBUPYCHOM 3aIUTH HHGOpMALUK B AJIMHHHUCTPAIMH FOpoja
CMoneHcKa SBNISETCS KOMIUIEKCHOW CHUCTEMOHM, COCTOAINEH U3 COBOKYIHOCTH
OpraHU3allMOHHBIX M IIPOTPAMMHBIX MEP U CPEJICTB, HallpaBJIeHHBIX Ha oOecreuyeHne
3¢ GeKTUBHON aHTUBUPYCHOW 3alIMTHI HHPOPMALUU B HHGOPMALIMOHHBIX CHCTEMAX
AnmuHuctpanu ropoaa CmoneHcka. KoMIUIeKCHOCTH CHUCTEMBI aHTHBHPYCHOMH
3aUThl MHGOpMAalMU JOCTHTaeTcs IyTeM KOHTPOJSA BCeX HH(DOPMAIIMOHHBIX
IIOTOKOB, IIPOTEKAIOUMX B JIOKAJbHON BBIYHUCIUTENBHOM ceTU AIMHHHCTpAIUH
ropoga Cmonencka (manee — JIBC), u cornmacopanneM Mexnay coboil pa3HOPOIHBIX
METOMOB H CPEJICTB, 00ecneurnBaloNiX aHTUBUPYCHYIO 3amuTy 3iemenToB JIBC.

3.3. OyHKIMOHUPOBaHNE CHUCTEMBl AHTHUBUPYCHOHM 3allUTH HH(OpMaIu B
AnmuHHCcTpanuu ropoaa CMOJIEHCKa OCYIIECTBISETCS B paMKax paboT Mo CO3/JaHHIO
¥ Pa3BUTHUIO CUCTEMBI HHGOOPMALIMOHHOM 6€30I1aCHOCTH.

3.4. O6mee pyKOBOACTBO CHCTEMOW AHTHBHPYCHOM 3allUThl HHQPOPMAIUH,
obecnieueHue ee (QYHKIMOHMPOBAHMS M OOHOBIEHHWS MPOTrPaMMHOro obecreyeHus
OCYILIECTBISET KOMHUTET MO HUH()OPMAIMOHHBIM pecypcaM H TeJeKOMMYHHKAIHUAM
Anmunuctpanuu ropoaa Cmonencka (nanee — Komurer). B Tom umcne Komurer
obecrneynBaer:

3.4.1. IInanupoBaHue U  OCHAIlEHWE  CTPYKTYPHBIX  IOJApa3feiieHHH
AnmuHKcTpanyy ropona CMoseHCKa CpeiICTBaMH aHTUBHPYCHOM 3aIllMTHI.

3.4.2. KonTponb COCTOSSHMSI aHTUBHPYCHOM 3alllUThl UHGOPMalHH B
CTPYKTYPHBIX NOJpa3feNeHusX AIMUHUCTpaluu ropoaa CMoJieHCKa.

3.4.3. Ananus COCTOSTHUS 5§ pa3paboTKy IIpeIJIOKEHU I 110
COBEpILEHCTBOBAHUIO CUCTEMBI aHTUBUPYCHOMH 3aIlIUTHl HH(POPMALIHH.

3.4.4. IInanupoBaHue MepONIpUATUN 110 aHTUBUPYCHOM 3a1iuTe HHGOPMAaLIKH.

3.4.5. OcyniecTBiieHUE MEPOIIPHATHIA [0 aHTUBUPYCHOH 3amuTe WHGOPMAIIH
B CTPYKTYPHBIX IOJIpa3fiefieHusIxX AAMUHUCTpaIuu ropoja CMoJeHCcKa.

3.5. AoMuHHCTpaTOpOM aHTUBUPYCHOM  3aIlUTHI uHQOpMAIIMM B
Anmuanctpanuu ropoga CMoJeHCKa SBISAETCS HAYalbHUK OTHeNla CeTed |
TelleKOMMyHHKauui Komutera, a Bo BpeMs €ro OTCYTCTBHSA JIUIO, HCTIOJHSIOIIEE €T0
0053aHHOCTH, 3a HCKIIOUEHHEM CIEAYIOUIMX CTPYKTYPHBIX TIO[pa3fiesieHui
AnmuHucTtpanuu ropojga CMoseHcka: .

- DUHAHCOBO-Ka3HAYEHCKOE ynpasieHue AJIMHUHHUCTpaluu ropoga CMmoseHCKa
(manee - ®KVY) - AIMHHHUCTPATOp aHTUBUPYCHOH 3aIIUTHI HHGOPMAILIHU Ha3HAYAETCS
PYKOBOIMTEIEM YIPABICHUA U3 4YHCIA COTPYAHUKOB MAAHHOTO CTPYKTYpPHOIO
noJipa3JieeHus;

- Komurer 3amucu akTOB Ipa)XIaHCKOTO COCTOSHHSA AJIMUHUCTpALM Topoja
Cmonencka (ganee - Komuter 3AI'C) - anMUHUCTPUPOBAaHNE aHTHBUPYCHOM 3all[UThI
UHGOpMalUH OCYIIECTBIAETCS IJIaBHBIM YIIpaBI€HHEM aKTOB TI'PaXXIAHCKOTO
cocTosHUs AnMuHHUCTpalid CMOJIEHCKOH 00J1acTH.

3.6.1lpp  opraHMzalMM  aHTUBHUPYCHOM  3amuThl  HHMDOpPMallMH B
ApvunucTpanu  ropoga (CMolleHCKa  HCIIOJIB3YETCS  CHEeLHaIM3HPOBAaHHOE,
cepTHULEpOBaHHOE MO0 TpeOOBaHUAM 0E30MaCHOCTH NMPOrpaMMHOe OOecleveHHe,
JOIyCKaolllee  JIMCTAHLUMOHHOE yNpaBI€HHE AaHTUBHUPYCHBIM  MPOrPaMMHBIM
obecreyeHneM A IMHUHHCTPATOPOM aHTUBUPYCHOH 3aIIUTHI HHPOPMAIUH.

3.7. MacTannauys ¥ HacTpoHKa CpPeICTB aHTUBUPYCHOM 3allUTHl HHPOPMAIHH
B AnmuHuctpauuu ropoga CMOJIEHCKAa OCYNIECTBISAIOTCS B COOTBETCTBHU C




IIPOrpaMMHOM U 3KCILTyaTalMOHHON JTOKyMEHTallUel, IOCTaBIIeMOH B KOMILIEKTE C
HUMHU.

3.8. IIpakTuyeckoe  BBIIOJIHEHHE  MEPOIPHUATHH IO  00ecleyeHHIo
AHTHBUDPYCHOM 3alUThl HHQOpMamuu B AnMUHHCTpanuud ropoga CMolieHCKa
OCYLIECTBIAIOT cOTpyAHuKK Komurera (3a nckmouenrem @KV, Komurera 3ATC).

3.9. AAMUHUCTpaTOp aHTUBUPYCHOM 3aIMTHI HHOOPMAIUH 00eCIIeYHBAET:

3.9.1. O6HoBnEeHME 6a3 JaHHBIX CPEICTB AHTUBUPYCHOW 3aIUTH MHGOPMALHH.

3.9.2. AxTHBaLUIO TUIEH3UH aHTUBUPYCHOTO MPOTPAMMHOTI0 00eCIIeueH .

3.9.3. ®yHKIMOHHpOBaHHE CepBepa AaIMHHUCTPUPOBAHHS AaHTHUBHPYCHOM
3aILUTHI.

3.9.4. YrpasneHue rpynnaMu afiMAHUCTPHPOBAHHMS.

3.9.5. OTcnexuBaHue BUPYCHOM aKTHBHOCTH B 3ileMeHTax JIBC.

3.9.6. JIuKBUAALMIO TIOCHENCTBUN 3apaK€HHS CPEACTB BBIYHCIUTENBHOM
TE€XHUKH [IPOrPaMMHBIMHU BUPYCaMH.

4. IlpuMeHeHUe CpeICTB aHTUBUPYCHOM 3alTUTHI HHPOPMAIUH

4.1. ExxeqHeBHO B aBTOMaTHYECKOM peXHMe IPOBOAUTCA AaHTUBHUPYCHBIH
KOHTPOJIb CUCTEMHBIX 00J1acTeit )KeCTKOTO JUCKA KOMIIBIOTEPOB.

4.2.[lonHas aHTHUBHpyCHas IIpOBEpKa KOMIIBIOTEpPOB IIPOBOAMTCH B
aBTOMAaTU4YECKOM peXXUMeE He pexke OJHOTO pa3a B MECHII.

4.3. O6s3aTeIbHOMY ~ aHTUBHPYCHOMY  KOHTPOJIO  IOJUIEXKHT  Jl00as
uHpopManus (¢paiinsl Mo6sIX GOpMATOB U TUIIOB), MOJTydaeMas U IepeaaBaeMas Ha
CHEMHBIX HOCUTETISAX.

4.4.Bca wucxogsmas HH(OpMaIUs JODKHA IIPOBEPATHCS COTPYJHHKAMH
CTPYKTYPHBIX MoApa3zieiecHud AnMuHucTpauuu ropoja CmoneHcka (manee -
N0JIb30BaTENh) WJIM aBTOMAaTHYECKH HENOCPEICTBEHHO Mepel 3alUChi0 Ha ChEMHBIM
HOCHTEIb WIH OTIIPABKOM 110 JIEKTPOHHOH ToUTe.

4.5. YcraHaBnuBaeMoe (M3MEHseMOe) Ha aBTOMAaTH3UPOBAaHHBIX pabodHx
MecTax M cepBepax INporpaMMHoOe olecreueHHe MODKHO OBITh MpeABapUTENBHO
IIPOBEPEHO Ha OTCYTCTBUE BHpycoB. HemnocpeacTBeHHO mocie YCTaHOBKH
(U3MeHeHUs1) MPOrpaMMHOTO obecrieueHUs] KOMIIBIOTEPOB JO0JDKHA ObITh BHIIIOJIHEHA
MOJIHAsl aHTUBHUPYCHas MPOBEPKa.

4.6. Ilonp3oBaTento 3amnpeniaercs NpealpruHUMATh AEHCTBHA IO OTKIIIOYEHHIO
Uy 6I0KUPOBaHUIO paboOThl aHTUBUPYCHOTO MPOTrPaMMHOI0 00eCIIeHeHH .

5. [lopsnok o6HOBNEeHUs 6a3 JaHHBIX CPENCTB AaHTUBUPYCHOM 3aIl[HThHI
uHpopMaun

5.1. ObHoBneHue 6a3 AaHHBIX CPEICTB AHTUBHUPYCHOH 3alliUThl HHGOPMALUH
OCYILECTBIISIETCS €XKEJHEBHO aBTOMAaTHYECKH IIEHTPAJIM30BaHHO Yepe3 CepBePEI
aIMHHHCTPHPOBAaHUSA CUCTEMbI aHTUBUPYCHOM 3aIlMTHI, & JJI1 aBTOMAaTH3UPOBAHHBIX
pabounx MecT, He UMeroIuX nogkimodenns k JIBC, — exxenesienbHo.

5.2. ABTOMaTHYeCKOE 0OHOBIIEHHE 0a3 JTAHHBIX obecrieynBaeT
AIMUHUCTPATOp aHTUBUPYCHOH 3aIIUTH HHPOPMALIHH.
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6. Ilopsanok nHGOPMHUPOBaHUS O BUPYCHO# aKTHBHOCTH

6.1. CBoeBpeMeHHOEe HMH(OpMUpOBaHUe Monb30Bateneil JIBC o BupycHO#H
AaKTHBHOCTH SIBJISIETCS COCTABHOM 4YacTblO CHUCTEMBl AHTUBHUPYCHOM 3allMTHI
uHbopMmanuu. MHGopMupoBaHue mosb3oBaTenell MPOU3BOIUTCA AIMHHHCTPATOPOM
AHTHBMPYCHOM  3aIMTBl HMHQOpPMAalMU Yepe3 pPyKOBOIHUTENEH CTPYKTYPHBIX
nojipaseneHuil AaMuHICTpauu ropoga CMoJIeHCKa.

6.2.IIpy BO3HMKHOBEHHM Ype3BBIYalHBIX CHUTyaUudi AIMHHHCTPATOp
AQHTUBUDPYCHOM 3aIllUTBl HHQOpMAIlMM OpraHU3yeT pACCBUIKY pPYKOBOIHUTENAM
CTPYKTYPHEIX ITOoJApa3fielieHuH AnMuHHCTpauuu ropona CMoOJeHCKa peKOMEHaIHi
II0  MPEeJOTBPALCHUIO  3apaKCHHUs  aBTOMATH3WPOBAHHBEIX  pabouyuX  MecT
I10JIb30BaTeNIel IPOrPaMMHEBIMH BUPYCaMH.

7. eiicTBUS npu OOHAPYKEHUH IIPOrPAMMHEIX BHPYCOB

7.1. B citygyae oOHapy>Ke€HHUs IPOrPaMMHBIX BUPYCOB IIPH BXOIHOM KOHTpOJIE
MalllMHHBIX HOcuTened wuHpopManuu, G(aiJoB HIM IOYTOBBIX COOOIIECHHH
AQHTUBUPYCHOE  IIPOrpaMMHOe  obeclieueHHe B  aBTOMATHYECKOM  PEXHME
OCYIIECTBIIAET AEHCTBUA IO 6I0KUPOBaHHIO OOHAPYKEHHOTO MPOrPaMMHOI0 BHpYCa.

7.2. AIMUHHCTpaTOp aHTUBUPYCHOM 3alIUTH HHYOPMALUH TIEPHOAUIECKH, HO
HEe peXxe OJHOIO pasa B ABE HEAENH, IIPOCMaTpHBAaeT M yAalsdeT OOHapyKeHHBIE
OI0KMpOBaHHBIE IPOrPaMMHEIE BUPYCHI.

7.3. B cny4ae obOHapyXeHHs HpPOrpaMMHBIX BHPYCOB II0JIB30BaTelb 00s13aH
HEMEJUIEHHO IIPEKpaTUTh paboTy Ha KOMIIBIOTEpE U MPOMHPOPMHPOBATH 00 3TOM
AJMUHHCTpaTOpa aHTUBHPYCHO# 3aITh HH)OPMAIHH.

7.4.0 HalM4YMHM NPOrpaMMHOrO BHpyca IIOJIB30BATENIb MOXET CYAHTH IIO
CJIeIYIOLIUM COOBITHAM:

- MOSBJIECHHE COOOINEHUN AHTUBHPYCHOTO IIPOTPaMMHOr0 OOECHEYeHHS O
3apaX€HUH WK O Tpe/INojlaraeMoM 3apaKeHHU;

- sBHBIE MIPOABJICHUS HAIUYHUA MPOrPaMMHOIO BHPYCa, TAKME KaK COOOIIEHMS,
OaHHEpBI, BHIBOAUMBIE HA MOHUTOD WJIM IPUHTED, 3BYKOBbIE 3D (PEKTHI, YHUUTOKEHHE
(aiinoB U Apyrue aHaJIOTHYHEBIE NEWCTBHUSA, OJHO3HAYHO YKa3hIBAIOLHE HA HAINYHE
IIpOrpaMMHOI0 BHpYCa;

- HEsBHBIE I[IPOSABIICHUS 3apak€HUS, KOTOPHIE MOTYT OBITh BBHI3BaHBl H
IpYTUMH T@pMYMHaMH, Hanpumep, cOOSIMH WIM OTKa3aMH alllapaTHBIX |
IPOTrPaMMHBIX CPELCTB.

8. OTBETCTBEHHOCTD

8.1. AIMUHUCTpaTOp  aHTUBHUPYCHOM  3amMTHl  HHGOPMALMM  HECET
OTBETCTBEHHOCTH 3a HEHCIOJIHEHUE (HeHaIexallee UCIIOIHEHHNE) BO3I0KEHHBIX Ha
HEro oO0sA3aHHOCTEH B paMKaxX peaju3alldid Mep [0 AaHTHBHUPYCHOH 3all[UTe
uHbOpMAaIIHIH.

8.2. Ilonp3oBaTenu HeCyT OTBETCTBEHHOCTh 32 HEHCIIOJHEHHEe TpeGoBaHMit
HacTosiero [Tonoxenus.




